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1	Decision/action requested
This pCR proposes to solve the companion Key Issue on AKMA KAF refresh
2	References
[1] 	3GPP TS 33.535 "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)". 
[2] 	3GPP TS 33.737 " Study on Authentication and Key Management for Applications (AKMA) phase 2". 
3	Rationale
[bookmark: _Hlk75345887]This contribution addresses security requirements in the companion contribution S3-220897.
4	Detailed proposal
SA3 is kindly requested to agree to the below pCR to TR 33.737 [2].
**** START OF CHANGE ****
 
6.X	Security procedures of KAF refresh 
X.X.1	Introduction
[bookmark: _GoBack]This solution addresses the new KAF generation after the lifetime of KAF expires, while the UE has not run a new primary authentication, which also avoid the AF inappropriate reject UE’s access after the KAF expires. Specifically, UE and AAnF can maintain a counter to derive a new KAF* from the expired KAF. The counter is specific to the KAF as part of the AMKA context. Counter always starts with value 0 for a new KAF derived from KAKMA and is incremented by 1 with each KAF refresh.
X.X.2	Solution details


[bookmark: _Hlk102671840]Figure 6.X.1: Security procedure of KAF refresh
[bookmark: _Hlk102730553]1. UE initiates communication with the specific AF, and include the latest A-KID in the Application Session Establish request. 
[bookmark: _Hlk102730779]2a. AF retrieves the AKMA context using the A-KID, and find out the lifetime of the KAF associated with the A-KID has expired. 
[bookmark: _Hlk102730934]2b. AF then sends Naanf_AKMA_ApplicationKey_Get request to AAnF to request the KAF refresh, which contains A-KID, AF_ID, and KAFRefreshInd indicating the KAF refresh.
3a. AAnF retrieves the UE AKMA context according to the received A-KID. According to the counter associated with the KAF, AAnF increases the counter by one and derives KAF* according to clause 6.X.2.2. 
3b. AAnF sends KAFKey_Generation Request to the UE though AUSF, which contains A-KID, counter. 
3c. AAnF sends the Naanf_AKMA_ApplicationKey_Get response to AF, which contains KAF*, KAF* expiration time, SUPI (if needed).
4. UE derives KAF* according to clause 6.X.2.2.
5. AF sends the UE Application Session Establishment Response message.
[bookmark: _Hlk102744757]6.X.2.2	Derivation of KAF*
When deriving a KAF* from KAF, the following parameters shall be used to form the input S to the KDF:
-	FC = 0xXX;
-  P0 = AF-ID;       
-  L0 = length of AF-ID;
-  P1 = Counter;          
-  L1 = length of Counter.
The input key shall be KAF.
X.X.3	Evaluation 
This solution addresses KAF refresh without having to run a new primary authentication between UE and the network. 
AAnF impact: AAnF needs to maintain the KAF counter. AAnF needs to support an additional message sent to UE (via AUSF) for KAF Key_Generation request.
UE impact: UE needs to compute new KAF when it receives the KAF Key_Generation request message from AAnF via AUSF.
**** END OF CHANGE ****
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